Kak 3alnTnTbCcAa OT MOLLUEHHUKOB: MPOCTbIe npaBuia

PacnpocTpaHeHHbIi crnocob AeWCTBUI MOLLUEHHMKOB: OHW OOGMaHHbLIM MyTeEM
nony4yalT AdaHHble AN8 AocTyna K JINYHbIM KabuHeTam U NPUNOXEHUSAM.
Mcnonb3yss HeMpoTexHO/0rMm, CnocobHbl noadenbiBaTb akkayHTbl U rosioca,
co3gasas BMAE0C000LLEHNS, CreHepupoBaHHble NCKYCCTBEHHbIM
NHTENIEKTOM, OT WMEHM BalluX 3HaKOMbIX W pykoBoauTesieil. 3advacTyio
MOLUEHHUKA  MPEeACTaB/IATCA  COTPYAHMKAMM  PasfinyHbIX  CNYX6  win
npegnaratoT (uHaAHCOBbIE BbIUMPbIWK. [aHHbI  NOAX04 W3BECTEH Kak
coumanbHaa WHXeHepus. BOT HEeCKONIbKO COBETOB, KOTOpble MOMOryT Bam
3aWMUTUTLCA OT MOLLEHHWKOB:

* byabte 6anTeNbHbl: EC/iM pa3roBop KaxeTcsA nofo3puUTeNibHbIM, 3aBepLlimTte
ero v nepesBoHUTE B OpraHMsaymio no ogomumnasbHbiM HOMepam.

* [poBepsanTe cnocob cBA3N: MOLIEHHUKN 4acTo UCMOMb3YIOT MecCeHKepsbl,
Torga Kak Hacrtoswme npepcraBuTenin He 3BOHAT 4vepe3 WhatsApp wim
Telegram.

* He coobuwaiite norvHel 1 naponun: UYutainte HasHayeHMe CMC-KOAOB U He
AennuTecb OTBETaMUM Ha KOHTPOJIbHbIE BOMNPOCHI.

* Cnegnte 3a akTyas/ibHOCTbIO HOMepa: YbeauTecb, YTO HOMeEP, K KOTOPOMY
NpUBsA3aH akkayHT, akTyasleH.

* icnonb3yiiTe CNoXHble naponun: MeHAnTe X perynsapHo M nogkntyanTte
OBYX(PaKTOPHYO ayTeHTUunKaLnio.

* [poBepsanTe agpec cTpaHuubl: YoeauTtecb, YTO cauT — 3TO opuLMasibHbIN
pecypc (Hanpumep, gosuslugi.ru).

Focycnyrm obecneumBaloT 3aluTy, HO 3/10YMbIWEHHUK MOXET MOJyUYUTb
[OCTYNn TOMbKO nNpu nepejade BaMyM HeOOXOAMMbIX [AaHHbIX. bygbte
BHUMATE/bHbI 1 3aliuanTe CBON AaHHbIE.

C [OonosiHUTeNbHOW WHopMauneir no Teme JIMYHOW WNHJGOPMaLMOHHOM
6e3onacHoCcT®, B TOM u4ucrie no 3agphekTMBHOMY pacno3HaBaHUK 3BOHKOB
MOLLUEHHNKOB, MOXHO O3HaKOMWUTbCA Ha Ccreaylwmnx WHPOPMaLMOHHbIX
pecypcax:

Pasgen «KnbepbesonacHocTb - 3TO npocto!» Ha EagvHoM nopTtane
rocygapcTBeHHbIX ycnyr - https://www.gosuslugi.ru/cybersecurity;
NleHanHroBas cTpaHuua B ceTn «VHTepHeT» - https://knbep3ox.pd/;


https://www.gosuslugi.ru/cybersecurity
https://%d0%ba%d0%b8%d0%b1%d0%b5%d1%80%d0%b7%d0%be%d0%b6.%d1%80%d1%84/

Mepbl Mo obecneyeHUo 6e30MnacHOCTM MHGbopMaumn

XOTUM HanoMHUTbL BaM O MpaBuiax Knbep6be3onacHOCTW, KOTopble MOMOryT
3aWMTMTb HaliM AaHHble OT yrpo3. [oxanyicta, 6yabTe 6AUTeNbHbI Npu
paboTe C 93NEKTPOHHOW noyToli. BOT npocTble pekomeHaauuu Mo
npeaoTBpaLleHnto yrpo3 6e30nacHOCT UHGOPMAaLVN:

1 TpoBepsinTe agpeca 3MEKTPOHHOI NOYTbl OTNPaBUTENS, AaXe ec/iu UMS
coBnagaeTt C U3BECTHbIM KOHTAKTOM.

2. He oTKpbIBainTe NMUCbMa M YaTbl OT HEM3BECTHbIX OTNPaBUTENEN.

3. OCTOPOXHO OTHOCUTECHL K MMCbMaM C Npu3biBamMn K AENCTBUAM UM TeMaMin
0 pMHaHcax un yrposax.

4. He nepexoguTte Mo ccbi/ikam B NMUCbMax, 0OCOGEHHO €C/IN OHM KOPOTKUE Unn
MCNONL3YIT CoKpallaTenu.

5. He OoTKpblBanTe BNOXEHUSI C NOAO3PUTENbHBIMU pacwmpenusamu (.zip, .Js,
.exe UT. A.) U AOKYMeHTaMn C Makpocamu.

6. He nogkni4yainTe HEWU3BECTHbIE BHELIHME HOCUTENN UWHMOpPMaLUUM K
KOMMNbloTEpPaM.

7. WNcnonb3yiTe HafdexHble Mnaposv, co3faBas WX C HecTaHA4apTHbIMU
KOMOGUHaLUMsiMM CUMBOJIOB.

Mpy NoslyyeHnn NoAo3pUTESbHbLIX NMUCEM 06paTUTE BHUMAHUE:

- 3HaKoM i1 BaM OTnpaBUTENb?

- MpucytctBytoT M URL-cCbINKN?

- EcTb N1 BNOXeHue ¢ paclinpeHnamn .zip, .js, .exe?

- Mpocut nn daiin BKNKUUTL NOAAEPXKY MaKpOCOB?

Ecnn ecTb COMHEHMA M XOTb YTO-TO B NMUCbME BbI3biBAET Y Bac Nogo3peHune, To
Be/INKa BEPOSATHOCTb, YTO 3TO (PULLIHT.

C [OonosiHUTeNnbHOW WHopMauneir no Teme JINYHOW WNHGOPMaLMOHHON
6e3onacHoOCTK, B TOM Yucie no acpekTMBHOMY pacrno3HaBaHUi0 (OULLNHTOBbIX
nuceM, MOXHO O3HAKOMWUTLCA Ha cneaywmx NHPOPMaLNOHHbIX pecypcax:

Pasgen «KnbepbesonacHocTb - 3TO npocTtol» Ha EAnHoOM nopTane
rocygapcTBeHHbIX ycnyr - https://www.gosuslugi.ru/cybersecurity;
NleHanHroBas cTpaHuua B cetTn «VIHTepHeT» - https://knbep3ox.pd/;


https://www.gosuslugi.ru/cybersecurity
https://%d0%a0%d1%94%d0%a0%d1%91%d0%a0%c2%b1%d0%a0%c2%b5%d0%a1%d0%82%d0%a0%c2%b7%d0%a0%d1%95%d0%a0%c2%b6.%d0%a1%d0%82%d0%a1%e2%80%9e/

PekomeHgauumn no sawnTe yYeTHbIX 3anuncen

Ons  Toro, 4rtobObl 3aWWUTUTL CBOW akkayHT cobnogainte crnepywouine
pekoMeHaauun:

1 CospaBaiite C/IOXHble Maponn AJ/INHOW He MeHee 12 CUMBOJIOB C
KomMOuHaumein 6yks, UMp M crneynanbHbiX CUMMBOOB. 36eranite NpocTbiX U
Nerko yrabiBaembix naponei.

2 He uvcnonb3yiiTe oguvH 1 TOT Xe Nnaposib AN pasHbIX YYETHbIX 3anvcei.
CospgaBaiiTe yHUKaslbHble Naponn ANA KaxAoW BaXXHOW YYETHOW 3anucu.

3 PerynsipHo MeHAnTe naponu kaxgable 3-6 MecsueB U OGHOBMSANTE UX MpU
NOA03PEHNN HA YTEuKY.

4 Vicnonb3ynte HafAeXHble MeHemMKepbl naponen Ans UX XpaHeHus W
yrnpas/ieHus.

5 AKTuBMpyiTe AByxqakTopHyto ayteHTudmkaumnto (2FA) Ha Bcex [OCTYMNHbIX
nnarcopmax.

6 O6HOBNANTE NApPoOsIM NPU CMEHe COTPYAHUKOB WKW UX POSiei v cnegute 3a
ynpaBneHnemM AOCTYMNOM.

7 Tlpn XpaHeHUn napona Ha Pu3nvyeckom HocuTene, ybeamtecb, YTO MeCTO
ero xpaHeHuns a6conTHO 6e3onacHo.

C [ponosiHUTeNnbHOW WHopMaumneir no Teme JIMYHOW WHJGOPMaLMOHHOMN
6e3onacHoCTM, B TOM u4ucC/ie MNO CO3[aHUI0  HaZEeXHbIX naponen wn
appekTMBHOMY  pacnosHaBaHWi  UWMHIA B WUHTEpPHEeTe,  MOXHO
03HaKOMMUTLCA Ha crefyrLwmnx MHhopmaLMoHHbIX pecypcax:

Pasgen «KmnbepbesonacHocTb - 3TO MNpocTo!» Ha EgnHOM nopTane
rocygapcTBeHHbIX ycnyr - https://www.gosuslugi.ru/cybersecurity;
NleHanHroBas cTpaHuua B ceTn «VHTepHeT» - https://knbep3ox.pd/;


https://www.gosuslugi.ru/cybersecurity
https://%d0%ba%d0%b8%d0%b1%d0%b5%d1%80%d0%b7%d0%be%d0%b6.%d1%80%d1%84/

